
ROLE MAPPING:  
 
The roles that are being de-provisioned (removed) from users are: 
 
Vendor and Customer Master Data Evaluator 
Commercial Vendor/Customer Master Data Evaluator 
Employee Vendor/Customer Master Data Evaluator 
Invitational Travelers Vendor Master Data Evaluator 
 
The roles below must be assigned to employees based on the account groups that may be needed to see 
appropriate types of vendors.  The roles to be assigned have two versions, masked (hidden PII data) and 
unmasked (visible PII data). 
 
Existing Roles New Roles Security Roles 
Invitational Traveler role 
Vendor account group-ZINT 
Customer account group-
COMM 

Commercial role 
Vendor account groups 
ZFOR 
ZINT 
ZNFV 
ZPFD  
ZTPA 
Customer account group 
COMM 

NHB:  Commercial Vendor/Customer 
Master Data Evaluator Unmasked PII 
 Z0000RXCOM:ES_COM_VEND_CUST_EV  
 
NHB: Commercial Vendor/Customer 
Master Data Evaluator Masked PII 
Z0000DXCOM:ES_COM_VEND_CUST_EV  
 
 

Commercial role 
Vendor account group-ZNFV 
Customer account group-
COMM  
 

Employee role 
Vendor account group-ZEMP, 
ZSET 
Customer account group-
EMPL 
 

Employee role 
Vendor account group-ZEMP 
Customer account group-
EMPL 
 

NHB: Employee Vendor/Customer Master 
Data Evaluator Unmasked PII 
Z0000RXEMP:ES_EMP_VEND_CUST_EV  
 
NHB: Employee Vendor/Customer Master 
Data Evaluator Masked PII 
 Z0000DXEMP:ES_EMP_VEND_CUST_EV  
 
 
 
 
 
 
 

 Federal role 
VENDOR account group 
ZFDN 
ZSAL 
ZFDU 
ZTPA 
Customer account groups 
FED 
USDA 
SNL 

NHB: Fed-State-Local Vendor/Customer 
Master Data Evaluator Unmasked PII 
Z0000RXFSL:ES_FSL_VEND_CUST_EV 
 
NHB: Fed-State-Local Vendor/Customer 
Master Data Evaluator Masked PII 
 Z0000DXFSL:ES_FSL_VEND_CUST_EV  
 
 
 
 



Existing Roles New Roles Security Roles 
 Settlement role 

Vendor Account group-ZSET 
Customer Account group-
COMM 

NHB: Settlement Vendor/Customer Master 
Data Evaluator Unmasked PII 
Z000RXSET:ES_SET_VEND_CUST_EV  
 
NHB: Settlement Vendor/Customer Master 
Data Evaluator Masked PII  
 Z0000DXSET:ES_SET_VEND_CUST_EV  
 
 

ZBNK ROLE-for RMA only ZBNK role 
Vendor Account group-ZBNK 
Customer Account group-
BANK 
 

NHB: Bank Vendor/Customer Master Data 
Evaluator Unmasked PII 
Z000RXSET:ES_BNK_VEND_CUST_EV  
 
NHB: Bank  Vendor/Customer Master Data 
Evaluator Masked PII  
 Z0000DXSET:ES_BNK_VEND_CUST_EV  
 

 
 
 
 
 


